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ANALYSIS OF EFFECTIVE MEASURES FOR COUNTERING
DISINFORMATION: INTERNATIONAL EXPERIENCE
AND UKRAINIAN REALITIES

The presented article is devoted to the study of the fundamental principles and methodologies for
countering the phenomenon of disinformation. A key aspect of the analysis is the emphasis on the need
to ensure a balance between intensifying the fight against false information and the unwavering
observance of fundamental human rights, including freedom of expression and freedom of the press.
The paper systematizes the basic foundational principles, which include respect for human rights,
cross-sectoral cooperation, scientific verification, the application of comprehensive response
strategies, gender equality, and consideration of the context of ongoing conflicts. Particular attention
is given to the integration of digital (online) and traditional (offline) tools — such as fact-checking
platforms, information education, media literacy, independent regulatory bodies, and ethical
Journalism standards. The author argues that the effectiveness of combating disinformation is
impossible without the active involvement of civil society, independent media, and educational
institutions. In addition, the paper identifies key challenges, including:

— inadequate legal regulation in the context of digitalization;

— the risk of abuse of power under the pretext of combating fakes;

— the need for international coordination of efforts in a globalized information space.

The article outlines technical and legislative challenges faced by states, emphasizing the imperative
of protecting human rights during the implementation of anti-disinformation mechanisms. Promising
directions for further research are linked to comparative analysis of international practices in the field
of countering disinformation, as well as the development of new models of preventive cooperation
among governments, technology platforms, and civic initiatives at both local and global levels,
taking into account emerging threats to information security.
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Statement of the problem.The problem of
disinformation spreading in digital networks is one of
the most pressing challenges of modern information
society. Due to the globalization of the internet
and its accessibility, manipulation of information,
taking it out of context, and disseminating outright
false data have become increasingly common. This
threatens the objectivity of public discussions,
creates false perceptions of events, and influences
decision-making by individuals and communities
alike.
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Social networks, due to their nature of rapid
information exchange, facilitate the spread of such
content. Particularly dangerous is the use of fake
accounts and automated bots, which are actively
employed in disinformation campaigns. Their
activities are often coordinated to achieve specific
goals.

Accordingly, a comprehensive understanding of
the specifics of how the information space operates,
particularly regarding disinformation, is crucial for
finding optimal response mechanisms and creating
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a genuinely safe environment that aligns with the
principles of freedom of expression guaranteed by
Article 10 of the European Convention on Human
Rights [1].

Analysis of recent research and publications.
A similar perspective is observed in the analysis
of Ukrainian scientific works, including those by
researchers such as V.T. Bondar, who explores
best international practices for combating online
disinformation [2]; B. Hryvnak, I. Lopushynskyi, and
I. Sapizhak, who conduct studies on disinformation
[3]. Valuable contributions are also made by
V.1I. Maliarenko, whose work examines the concepts
of fake news and disinformation and proposes original
methods for combating disinformation in Ukraine [4].

Task statement. The aim of the article is to
uncover the fundamental principles and strategies
for countering disinformation by exploring effective
methods used to identify, analyze, and neutralize
"fake information" in the digital environment.

Outline of the main material of the study.
Achieving an optimal balance between freedom of
speech, as guaranteed by Article 34 of the Constitution
of Ukraine [5], and ensuring national security in the
information field is both a theoretical and practical
challenge. Accordingly, Ukraine has implemented
a series of legal and regulatory acts that impose
restrictions and prohibitions on the dissemination of
specific categories of information.

For example, Article 123 of the Law of Ukraine
"On Media" explicitly prohibits the distribution
of audiovisual media-on-demand services and
audiovisual service providers' content originating
from the aggressor state within the territory of Ukraine
[6]. Notably, this relatively new law has served as
one of the key measures for responding to challenges
posed by external aggression.

In accordance with Article 126 of the same law,
the Ministry of Culture and Information Policy of
Ukraine, based on requests from the National Security
and Defense Council of Ukraine, the Security Service
of Ukraine, and the National Television and Radio
Broadcasting Council of Ukraine, has created a list
of individuals deemed to pose a threat to national
security [7].

Predictably, amendments and additions have
also been introduced to other legal and regulatory
acts concerning the prohibition of distributing
and exhibiting films that glorify the institutions
of the aggressor state or Soviet state security
agencies (Article 15-1 of the Law of Ukraine "On
Cinematography" [8]). Similarly, Articles 28 and
28-1 of the Law of Ukraine "On Publishing" prohibit

the distribution of publications with similar themes
and establish a permit-based regime for importing
publishing products from the territory of the aggressor
state [9].

In contrast to all these prohibitions, it is essential to
emphasize that Ukraine declares and strives to adhere
to the prohibition of censorship, as stipulated in
Part 3 of Article 15 of the Constitution of Ukraine [5],
Part 3 of Article 4 of the Law of Ukraine "On Media"
[6], and Part 1 of Article 24 of the Law of Ukraine
"On Information" [10].

According to the aforementioned laws, censorship
is understood as any requirement directed at
journalists, mass media outlets, their founders
(co-founders), publishers, managers, or distributors
to pre-approve information before its dissemination,
or as a prohibition or interference in any other form
with the publication or dissemination of information.

At the same time, this prohibition does not apply
in cases where prior approval of information is carried
out based on the law or when a court order prohibits
the dissemination of certain information [10].

Thus,wecanconfidentlystatethatthestatepossesses
certain mechanisms to influence both the entities
spreading disinformation and the disinformation itself
(distorted or false information). However, given the
scale and speed of its dissemination, the resources
involved remain insufficiently effective. Such actions
are reactive and situational, limited to legislative
changes without robust organizational efforts.

This is particularly evident in examples related to
the continued active consumption of foreign content
by Ukrainians. According to a survey conducted
by the Razumkov Center in 2023, Ukrainians'
attitudes toward boycotting Russian cultural content
are divided: only 39.4% fully supported the idea.
Meanwhile, 13.9% conditionally support joint events
with Russians if the latter denounce the actions of
the aggressor state, and 14.4% believe Ukrainians
should not avoid participating in events involving
representatives of the aggressor country [11].

In addition to state authorities, there is a noticeable
need for more active participation by civil society
organizations registered under the requirements of
the Law of Ukraine "On Civic Associations" [12].
These organizations play a crucial role in enhancing
information accuracy through educational campaigns
and promoting media literacy among citizens.
Campaigns aimed at improving media and information
literacy, along with initiatives to develop citizens'
skills in responsible consumption of mass information
(especially in digital environments), have become a
popular strategy in combating disinformation.
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It is worth noting that processing large volumes
of information is inherently linked to the circulation
of personal data. Any information set often includes
personal data that can identify an individual based on
various criteria. Therefore, adhering to legislation on
personal data protection can help reduce instances of
disinformation or prevent violations in this area.

Considering the above, the study of principles for
countering disinformation requires a comprehensive
analysis of the methods employed by interested
parties to spread false information. The choice of a
specific method directly depends on the operational
situation and the goals set. Modern scientific research
identifies six key principles, two of which are:

1. "Classifiers" This approach involves
categorizing disinformation messages in a way that
relies on predefined similarities.

2. "Network" — This principle primarily applies
to channels created in messaging platforms such
as Telegram, Viber, and Facebook. It refers to a
centralized management system that disseminates
ideas and concepts through various channels of
disinformation.

It is worth emphasizing that with the onset
of full-scale military actions on the territory of
Ukraine, the number of digital networks actively
publishing unverified political and military insights
has increased. Such publications are often laden
with subjective views on Ukraine's relations with the
U.S., Europe, and Russia, which undoubtedly contain
disinformation narratives.

Disinformation channels, often referred to as
"info-terrorists," form networks to swiftly disseminate
false (or biased) data to a wider audience. Several
additional principles and techniques are noteworthy:

1. "Rhetorical Question" — This principle and
technique involve the use of seemingly indisputable
distorted facts presented through rhetorical questions
that do not require an answer. The technique subtly
implies conclusions that align with the disinformation
narrative.

2. "Psychological Shock" This principle
revolves around news intended to provoke a strong
and vivid emotional reaction, thereby dismantling
psychological defenses. Once the audience is
emotionally vulnerable, key narratives and ideas are
aggressively promoted.

3. "Contrast Principle" — A logical complement
to the psychological shock principle, this technique is
employed when direct attacks or accusations appear
overly blatant. It involves presenting overtly negative
information to shift focus away from failures,
often diverting attention to less significant events.
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Propaganda structures frequently use this principle to
downplay defeats or crises.

4. "Shifting Responsibility" — Regarded as the
simplest method of avoiding potentially negative
consequences, this principle involves attributing
blame to others, often without substantiating the
claims. This strategy redirects accountability and
mitigates criticism [3, p. 59].

Accordingly, when it comes to clear mechanisms
for identifying and responding to disinformation,
the state must take responsibility for ensuring
the transparency of this process. At this stage of
Ukraine’s legislative development, civil, criminal,
and administrative liability is provided for.

In terms of administrative liability, penalties are
imposed for spreading false rumors that could incite
panic among the population or disrupt public order.
Such actions may result in a fine ranging from ten to
fifteen non-taxable minimum incomes or corrective
labor for up to one month with a 20% deduction from
earnings (Article 173-1 of the Code of Administrative
Offenses) [13].

On the other hand, criminal law does not primarily
focus on assessing the accuracy of information but
rather on determining the degree of threat it poses
to society. Relevant provisions include Articles 109,
110, 258-2, 295, and 299 of the Criminal Code of
Ukraine [14].

Therefore, in choosing effective and lawful methods
to combat disinformation, it is essential to adhere to
corresponding principles. Notable advancements in
this context have been developed under the aegis of
the European Commission. These recommendations
are not only relevant within the EU but also serve as
benchmark guidelines for shaping and implementing
Ukraine’s information policy [2, p. 5].

Principles  for  countering  disinformation
encompass fundamental guidelines, methods, and
strategies aimed at detecting, preventing, reducing
the impact, and neutralizing false or manipulative
information. The European Commission suggests the
following principles:

Respect for Human Rights: In recent years, as
the issue of disinformation has been increasingly
addressed by national governments, the likelihood
of implementing responsive measures that infringe
on fundamental human rights has risen. Legislation
intended to combat disinformation may be misused
to silence government opponents, activists,
journalists, and others. Ambiguous or unclear
legal definitions of what constitutes disinformation
can lead to restrictions on entirely legitimate
expressions.



Teopis Ta icTopis couianbHUX KOMYHiKaLii

Partnerships and  Cooperation:  Addressing
disinformation as a new global challenge involving
numerous stakeholders and actors is complex and can
only be achieved through the establishment of strong
partnerships at all levels. This requires fostering a
spirit of open cooperation, exchanging best practices,
research findings, and innovations. It includes initiatives
such as collaboration with global platforms and forums
and providing support to civil society organizations that
hold valuable local knowledge, expertise, and solutions.

Scientific Justification: Until recently, research on
methods for detecting and countering disinformation
was primarily based on the work of scholars from
the United States and Europe. Supporting specialized
scientific investigations in local contexts of information
ecosystem formation is an important step in developing
effective response measures and involving relevant
stakeholders.

Comprehensive Response Measures: Given that
the fundamental reasons behind the spread of false
information are numerous and varied, effective response
measures at the programmatic and regulatory levels
must also be comprehensive and aim to implement
changes at multiple levels. Response measures can
combine both online and offline components, and it
should be acknowledged that internet-related issues
may require offline solutions. Scalability necessitates
engaging partners from various sectors from the outset,
who can collaborate to identify and overcome obstacles
to the widespread adoption of effective response
measures.

Gender Equality: The impact that disinformation
has, for example, on women and their potential role as
defenders of integrity, must also be studied and taken
into account in any initiatives. Gender-differentiated
information pollution has a particularly insidious
impact on the representation and perception of female
politicians, leaders, and activists. Such dynamics need
to be clearly monitored and addressed with appropriate
measures.

Consideration of Current Conflicts: Disinformation
is often used to deepen existing social and political
divisions and to exert political influence. The principle
of "do no harm" should be adhered to, ensuring
that response measures do not inadvertently lead to
increased tension, further fragmentation, or create

additional threats to citizens. An identical analysis
should be conducted systematically both before
the initiation of a program cycle and throughout its
implementation.

Disinformation serves larger political goals and
ambitions. The power dynamics behind information
pollution can also hinder efforts to address the issue. At
the very least, awareness in this area will help ensure
that response measures are realistic in terms of actual
expectations for their implementation.

It is important not to conflate the concept of
"principles" withmethods for countering disinformation,
where the latter refers to specific actions, methods,
and technologies used for detecting, preventing,
and neutralizing the spread of false or manipulative
information. Generally, methods can be distinguished
as follows: refuting false claims before they become
entrenched in public opinion; the "counter-accusation"
approach, which attempts to correct misconceptions
after they have already taken hold; and the "counter-
brand" approach, where the main focus is on exposing
the wrongful actions of the disinformant, thereby
discrediting their false statements, among others.

Conclusions. The fight against disinformation
inevitably creates risks of compromising many positive
attributes of new technologies and innovations in the
information environment, which continue to play
a vital role in supporting engagement, awareness,
and communication. Fundamental rights to access
information, freedom of thought and expression,
and freedom of the press require protection. This
highlights specific challenges in the areas of technical
development, disinformation countermeasures, and
legislative regulation, necessitating that all response
measures be centered around human rights. Norms
for effectively creating a system of measures rooted in
human rights are still under development.

It is important to note that among the principles
of combating disinformation, the following remain
key: adherence to human rights; partnerships and
cooperation; scientific substantiation; comprehensive
measures that scale responses; gender equality; and
consideration of current conflict factors. Future
research prospects include studying best practices in
international cooperation in the field of disinformation
counteraction.
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Kaummwok B. B., Cmycs A. I AHAJII3 EOEKTUBHUX 3AXO/AIB BOPOThBU
3 AE3TH®OPMAIIEIO: MIDKHAPOJJHUM JOCBIJI TA YKPATHCBKI PEAJIIT

Ilpeocmasnena cmamms npucesiueHa OOCTIONCEHHIO GYHOAMEHMAIbHUX NPUHYUNIE MAd MemoOoa02ii
npomuoii ssuugy oesinghopmayii. Knouoeum acnekmom ananisy € Ha2olouenHs Ha HeoOXioHocmi 3abe3neyeHms
napumemy mixc inmencughixayicio 6opomvoU 3 HenpasouUsoIo iHpOpPMAayicto ma HeyXuibHUM OOMPUMAHHAM
OCHOBONONOJICHUX NPAG TIOOUHU, BKIIOYAIOUU CB0DOOY BUPAdICEHHS NO21A0I8 ma c800600y npecu. Y pobomi
CUCTNeMAMU308AHO OCHOBHI 3ACAOHUYI NOJIOHCEHHSL, U0 BKIIIOUAIOMb NOBAZY 00 NPA8 II0OUHU, MIHCCEKMOPALLHY
cnienpayio, Haykogy eepu@ikayiro, 3acmoCy8aHHa KOMNWJIEKCHUX cmpameeii pea2yeamHs, 3abe3neyeHus
2eHOepHOI pigHOCmi ma 6paxy8aHHs KOHmMeKcmy mpusaroyux Kougaikmis. Ocobnugy ysacy npuoiieno
inmeepayii yugposux (onnatin) ma mpaouyiinux (o@ratin) iHCMPYMeHmMie — MaKux K QaKmueKkineogi
nramegopmu, ingopmayiiina npoceima, mediacpamMomuicms, He3ANeNCHI pe2YIAMOpHi opeanu ma emudmi
cmanoapmu HCypHaiicmuku. Aemop apeymenmye, wo egexmusHicms npomudii oezinghopmayii Hemoxcausa
0e3 akKmueHoi yuacmi 2poMAadsIHCbKO20 CYCRIIbCMEA, He3anedlcHux media ma oceimuix incmumyyin. Kpiv
mozo, y pobomi i0enmupikosano Kiouo6i GUKIUKU, cepeo AKUX.

— HEOOCKOHAICMb NPABOB0O20 Pe2Yl0BAHHS 8 YMOBAX YUPDPOBI3ayii;

— 3aep0o3a 37108ACUBAHHS GLAOHUMU NOBHOBANCEHHAMU N0 NPUKPUMMAM OOpOmMbOU 3 (hetikamiL,

— HeoOXIOHICMb MINCHAPOOHOT KOOPOUHAYITL 3YCUIL 8 YMOBAX 2100ANI308AH020 IHHOPMAYIUHO20 NPOCIOP).

OxkpecieHo mexHiuHi ma 3aKOHOO0A8Yi GUKAUKU, WO NOCMAOMb nepeod 0epiHcasamu, 3 aKyeHmom
HA iMRepamuei 3axucmy npagé aoOUuHU 8 Npoyeci iMnieMeHmayii aumude3inpopmayiinux Mexanizmis.
Tlepcnekmugni HANPAMKU NOOANLUUUX HAYKOBUX PO3BIOOK NO8 "A3AHI 3 KOMAAPAMUBHUM AHANIZ0M MIHCHAPOOHUX
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npakmux y cghepi npomudii’ desinghopmayii, a maxosic i3 po3pooKoio HOGUX MoOenell NPeGeHMUBHOT 83AEMOOTT
MIDIC YPAOaMY, MEXHIYHUMU NAAMPOPMAMU MA 2POMAOCHKUMU THIYIAMUBAMU HA TOKATLHOMY U 2100ATbHOMY
PIBHAX, 3 YPAXYBAHHAM HOGIMHIX SUKIUKIE IH(opmayiiiHoi be3neKu.

Knwuogicnosa: oesingopmayis, yupposi pecypcu, npunyunu, npomudis, nepcoHAIbHi 0ani, ioeHmugikayis.

157



